411Mi<4 f r ai~ a di f de ic

Misinforma ion is false informa ion ha is spread, regardless of in en o mislead. Disinforma ion is he in en ional spreading of
misinforma ion. For e ample, a poli ical opponen or foreign godernmen ma engage in a disinforma ion campaign o achiede a par ic lar
goal, s chas an elec oral ad®an age or, ndermining of r s indemocra icins i, ions, independen media, and scien ific knO/IIedge.
Organi edgro psma p rs e o hergoals, s ch as making mone or addancing an ideolog . Beca se in en can be der diffic | o prode,
//e, se he erm misinforma ion here. While misinforma ion has been /i h, sforcen, ries, heinerne has ransformed i s scale, driders
and conseq ences, as Zell as possible responses 01 .

D ring he COVID-19 pandemic, people began o, se he erm ‘infodemic’ (or ‘mis-infodemic’) o cap, re he parallel be “een he rapid
spread of he Bir sand he rapid spread of misinforma ion abo  bo h COVID-19 and meas res o preden i, managei,and miigaeis
economic and social impac s. E is ing misinforma ion effor s rela ed o Baccines /ere of en re-direc ed o COVID-19 Baccines once he
became aBailable, and man ne/’ an i-baccine effor s “ere la nched.

In 2020, he Broadband Commission for S s ainable Dedelopmen  sponsored b he In erna ional Telecomm nica ion Union (ITU) and
Uni ed Na ions Ed ca ional, Scien ificand C | ral Organi a ion (UNESCO) p blished a repor abo co n ering digi al misinforma ion
“hile respec ing freedom of e pression.(12)

The repor describes fide s ages in he misinforma ion life ¢ cle:
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Monitoring and fact-checking

e Inc| des moni oring and e posing misinforma ion (e.g.,
deb nked claims) and fac -checking ne! claims

e J dgemen of rained professionals emplo ed b
independen organi a ions, eden “hen helped b
a oma ion, can miiga e he risk of infringing on
freedom-of-e pression righ s

Credibility labeling

. /

e Inc| des con en -Berifica ion ools, /"eb-con en
indica ors, signpos ing (poin ing o credible edidence
so rces), and ebsi e-credibili labeling

Educational

e Inc| des dedeloping ci i ens” media and informa ion
li erac (e.g., cri ical- hinking and digi al-Berifica ion
skills), as el as jo rnalis s" informa ion i erac

Curatorial

e Inc| des poin ing, sers o official credible edidence
so rces, and can be, sed b ner’s media, social media,
messaging and search pla forms

e (an be mis sed as a form of prida e censorship

Technical and algorithmic

o Codersaspec r mfrom h man learning o machine
learning and o her ar ificial-in elligence approaches o
iden if misinforma ion, prodide addi ional con e , and
limi spread

e A oma ion of appeal processes can infringe on
freedom-of-e pression righ s

Counter-misinformation campaigns

e Incl des speciali ed, ni s odedelop co n er-narra ides
o challenge misinforma ion and mobili ing online
comm ni ies o spread high-q ali edidence

Normative

e Inc| desp blic condemna ions of ac s of misinforma ion
and recommenda ions o address hem, of enb poli ical
and socie al leaders

Economic

e Inc| des adder ising bans, demone i ing specific con en
(e.g., COVID-19 con en ) and o her approaches o remode
incen ides for misinforma ion

Legislative and other policy

e Inc| des criminali ing ac s of misinforma ion, direc ing

. LT . /
In erne comm nica Ion companies 0 ake do/"ncon en ,

and prodiding ma erial s ppor for credible informa ion
SO rces

. / .. . .
o Canbe mis sed o/ eaken legi ima e jo rnalism and
infringe on freedom-of-e pression righ s

o [ amines heins iga ors, degree and means of spread,
mone inolded, and affec ed comm ni ies
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The repor does no address he edidence, nderpinning hese responses, al ho gh man s ch edidence s n heses e is . For e ample, one
medi m-q ali , olders n hesis (AMSTAR ra ing 7/11 and search da e of 2017) fo nd ha correc ing misinforma ion (i.e., response pe 1)
has a modera e infl ence on belief in misinforma ion (//i h grea er effec s in heal h han marke ing or poli ics), reb  als are more effec ibe
han foref/arnings, and appeals o coherence are more effec iBe han fac -checking and appeals o credibili .(13)Q raim hereisno o
prodide hec rren s a e of knO/IIedge abo  hese responses, or o e plore he ps cholog of misinforma ion ha ma , nderpin hem,

b onoe ha edidence s n heses on misinforma ion responses e is and liding edidence s n heses are needed. S ch s n heses cg Id
prodide an edolding, nders anding of ha iskno/'n, inc| ding ho/ hisma Bar b gro ps (e.g., among hose "ho are more s scep ible o
misinforma ion or hold par ic lar belief s s ems)and con e s(e.g., polari ed socie ies).

As e disc ssedin heinrod c ion, if /6 can con in eh ilding hecapaci ,oppor, ni andmo ida ion o, se edidence (in hiscase o
address misinforma ion abo  socie al challenges), “hile also e ercising | dgemen , h mili and empa h , he combina ion Al serde, s
ell. Eden “hen /e canrel onbo h he rigoro s es ing and reliable self-correc ing s s ems ha  picall opera e in he heal h sec or,
“ecandobe er AsRoss Do ha obserdes in his memoir abo  liding #i'h L me disease, e need more people and ins i, ions din

a lorlddie’’ ha bo h: 1)-accep s he core achiedemen s of modern science, rea s pop lis informa ion so rces a leas as skep icall
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